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From Offensive to Defensive Security
Through Three Practical Case Studies



Bonjour Les Assises!

Head Of QLab R&D
previously at ANSSI & Legrand/Netatmo

First time at Les Assises
a regular at technical conferences

Scapy co-maintainer
Python-based packet manipulation tool
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Quarkslab

“be a leader in vulnerability research”
by relying on a high level of expertise

motto declined according to two axes
       improve security systems
 develop new tools
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#1 - Improve Security Systems

investigate facts

1. study systems

2. report vulnerabilities

3. publish results 
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#2 - Develop New Tools
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What is a Vulnerability?

weakness not anticipated by designers
any complex system is potentially vulnerable

discovered it can be exploited
crash, data theft, privilege escalation…
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https://www.zdnet.com/article/covid-19-with-everyone-working-from-home-vpn-security-has-now-become-paramount/
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https://www.cert.ssi.gouv.fr/actualite/CERTFR-2021-ACT-008/ https://www.cisa.gov/uscert/ncas/alerts/aa22-117a



Offensive Security?

a tool among many
BCP, network architectures, redteam, risk analysis…

behave as an attacker
time, budget and scope constraints
business knowledge
greybox
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Quarkslab Mindset
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disassembly
take ownership of a system

reassembly
exploit weaknesses

improvement
       share findings



Quarkslab + Lego = <3
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disassemble

reassemble

improve
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Focus on a typical corporate 
network
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Can an attacker bypass my 
EDR/AV solution?



Added Attack Surface

15

more code == more vulnerabilities
privileged services

       format parsers
       efficiency compromises



detection bypass
     legitimate ways to execute code

vulnerable component
       in privileged application

Worst-Case Scenarios
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QLab Methodology
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focus on the most privileged components
filesystem, network, virtual drivers

look for vulnerabilities
       integer, stack & buffer overflows

identify driver stacks
     the lower, the more critical   



Some Discovered Vulnerabilities

18

vendor #1
     executable received via email
      emulation in a privileged application
       arbitrary read and write memory access

vendor #2
     backdoored driver? feature?
      allowing any application to run in kernel mode

vendor #3
       Microsoft tools whitelisted (aka LOLBins)
       executing code, copying files, persisting…
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binaries

drivers

config files

registry keys

…
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Does this Windows application 
contains a vulnerability?



Backups & VPN Clients
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CVE-2020-10143 - Macrium Reflect
1. privileged service uses OpenSSL

       2. anyone can modify openssl.cnf

CVE-2020-3153 - Cisco AnyConnect
1. an executable can be moved 

       2. vulnerable to DLL hijacking



NVIDIA Graphic Driver

23

a simple kernel entrypoint
manipulating complex data structures

methodology 
      reverse the buffer format
      automatic fuzzing corpus generation

QLab Public Tools
       Rewind - snapshot-based fuzzer
       Triton - dynamic symbolic execution
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Customers Typology 
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software development companies
source code available
access to the knowhow

⇨ QLab helps secure business opportunities

CIO, CISO…
blackbox audit
reverse engineering & dynamic analysis

⇨ QLab helps assessing risks



QLab Tools & Automated Detection
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Missing  file detection

Verification with Procmon
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A Smartphone from Above
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hardware
baseband, Trust Zone, security elements…

Operating System & configuration
     MDM bypasses, roots, jailbreaks..

Applications
       permissions, cryptographic protocols….     
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Can a mobile application 
attack the hardware?



Google TITAN-M on Pixel Phones
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security chip
made by Google, closed-source…

        hardware-based Android KeyStore

methodology 
      reverse the firmware
      desolder the chip and reverse the pinout
       emulate & fuzz parsing functions
    



Preparing the TITAN-M
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Solder it Back
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Focus on CVE-2022-20233
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https://docs.google.com/file/d/15tUeXjUVXq0K1Lp7fYvHNVIPW0e5rLCS/preview


Questions?
Stand #225


